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With the rapid prevalence of computer network and the development of electronic commerce on
internet, Information Security has become a new science which trains more people with expertise in this
major. It has particular theoretical system and technology by the interaction of mathematics, computer
science, information and communication sciences, etc. After four years of study, graduates acquire basic
theories and methods of mathematics and computer science. On this basis, they study the fundamental
theories and techniques of Information Security to make them be interdisciplinary Information Security
talents who adapt to worldwide economic informationalization and digitization. They can work in the state
enterprises and departments (banks, securities, tax, post and telecommunication, government departments),
various kinds of companies (especially electronic commerce vendors), chief corporations to guarantee the
network security, and national military and confidential departments to ensure information confidentiality,
integrity, legality, non-repudiation and effectiveness. Also they can continue to engage in the relevant
professional research and teaching work, or continue to study for graduate degree.
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The objectives for this major are for students to acquire basic theories and methods of mathematics
and computer science; to study the fundamental theories and techniques of Information Security to make
them be interdisciplinary Information Security talents who adapt to worldwide economic
informationalization and digitization ;to work in the state enterprises and departments, electronic commerce,
chief corporations to guarantee the network security, and national military and confidential departments to
ensure information confidentiality, integrity, legality, non-repudiation and effectiveness ; to continue to
engage in the relevant professional research and teaching work, or to study for graduate degree.
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The requirements of graduate are as follows:

1. Getting hold of Marxism-Leninism, Mao Zedong Thought and the cause of building socialism with
Chinese characteristics of Deng Xiao-ping Theory, adhering to the Four Cardinal Principles, building up a
correct world view, outlook on life and values, being law abiding, loving the motherland, loving the
socialism, etc. Possessing good ethical behaviors and academic accomplishments. Having a strong
career-ambition and responsibility.

2. Getting hold of a foreign language and using it to read Professional foreign material adroitly.

3. Mastering the basic theories and methods of mathematical sciences and computer sciences to offer a
theoretical foundation and technical support for Information Security.

4. Mastering the basic theories of information security systems and techniques

5. Mastering the basic theories and techniques of Computer Networks

6. Mastering the basic designs and analytical techniques of cryptographic algorithms, skilling in the
computer (General languages , tools and professional software) for cryptographic algorithms, possessing
the development ability of software, etc.

7. Mastering the basic theories of E-Commerce and the technical basis of its new model and various
network businesses.
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Length of Schooling: 4 years
Students who complete all the required courses will be conferred the bachelor’s degree.
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Main courses include Mathematical Analysis, Analytical Geometry, Advanced Algebra, Ordinary
Differential Equations, Database and Data Structure, Probability Theory, Number Theory and Algebra,
Foundation of Computer Networks, Numerical Statistics, Applied Cryptography, Theory of Internet
Security, Security Protocol and Standard, etc.
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Main practices include Graduation Thesis, Graduation Project , Teaching practice and Social Practice.
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This major is ranked the national leading level in the field of “Hash and block cipher”, national
advanced level in the field of “Secure computation of number theory and algebra” and “The analysis of
public-key cryptography algorithms”. By introducing the scientific achievements into education, this
program focuses on combining the theory and practice technology together, and addresses the cultivation of
practical ability and innovative consciousness.

The achievements of the major “Information Security” are as follows:

2005: Founded the teaching laboratory of the information security of Shandong University;

2006: Planned the Key Lab of Cryptographic Technology and information Security of Shandong
University and used in 2008;

2007: Conferred the type 2 national characteristic specialty by MOE;
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